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Microsoft Cloud is here - -iv

to empower you
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Transform your business Automate operations Develop solutions Operate from a Secure your
with the largest ecosystem with Edge Al with best-in-class tools single control plane environment

in the industry



Cloud technology for every kind of business
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Manufacturing Energy Smart Places Connected Automotive Retail Healthcare
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End-to-end edge Al platform
including hardware
accelerators integrated with
Azure Al and loT services

Automate operations
with Edge Al

Pre-built Al models and
solution management to
help you start your proof
of concept in minutes
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Deliver ultra-low-latency
networking, applications,
and services at the
enterprise edge.



Gartner and IDC recoanize Microcoft'c leader<hin in loT

Figure 1: Magic Quadrant for Industrial loT Platforms
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Sources: Gartner: “Magic Quadrant for Industrial IoT Platforms,” Alfonso Velosa, Ted Friedman, Katell Thielemann, Emil Berthelsen, Peter Havart-Simkin, Eric Goodness, Matthew Flatley, Lloyd Jones, Kevin Quinn, 18 October 2021;
IDC: "MarketScape Worldwide Industrial loT Platforms and Applications in Energy Vendor Assessment, 2021” + “MarketScape Worldwide Industrial loT Platforms and Applications in Manufacturing Vendor Assessment 2021,” Stacy Crook, Reid Paquin, June 2021



Hybrid Cloud
Operate & manage from a single control plane

Intelligent Edge ‘ Intelligent Cloud
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Connected devices Operations on the Edge Datacenter Cloud
Azure Arc

Consistent security, identity management, connectivity, and developer experience






One of the first cloud vendors offers Intel Sapphire Rapids Confidential Computing

Azure Confidential Computing on 4th Gen Intel
Xeon Scalable Processors with Intel TDX

Posted on January 10, 2023 o

Mark Russinovich, Chief Technology Officer and Technical Fellow, Microsoft Azure

Microsoft continues to be the cloud leader in confidential computing, and the Azure team is excited to continue our
leadership by partnering with Intel to offer confidential computing on 4t Gen Intel Xeon Scalable processors with Intel
Trusted Domain Extensions (Intel TDX) later this year, enabling organizations in highly regulated industries to lift and
shift their workloads that handle sensitive data to scale in the cloud. Intel TDX meets the Confidential Computing
Consortium (CCC) standard for hardware-enforced memory protection not controlled by the cloud provider, all while

delivering minimal performance impact with no code changes.

Mark Russinovich
Chief Technology Officer, Microsoft Azure




Data at rest

Encrypt inactive data when stored
in blob storage, database, etc.

privileged admins abusing rights

Data in transit

Encrypt data that is flowing between
untrusted public or private networks

exploiting bugs in the Hypervisor/OS

The protection of data in use by performing computation in a
hardware-based, attested Trusted Execution Environment (TEE).

Data in use

Protect/encrypt data that is in use,
while in RAM, and during computation

} accessing data without customer consent

Verifiable assurance for data integrity,
code integrity, and data confidentiality



Confidential

Computing Consortium

Microsoft is a founding member of this open source
community dedicated to defining and accelerating the

adoption of confidential computing.

B® Microsoft Azure

*Other

names and brands may be claimed as the property of others.
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Confidential computing @ Azure

Azure confidential computing offerings cover VMs, containers, and also Azure PaaS/SaaS offerings

SQL laaS on SQL always encrypted
confidential VMs with secure enclaves

Services

Managed HSM

Azure Attestation
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Containers App enclave Intel Confidential VM worker

SGX nodes on AKS

Virtual machines DCsv2/DCsv3/DCdsv3

Intel SGX VMs

nodes on AKS

o o

AVD on
confidential VMs Managed CCF

Limited Preview
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Azure Confidential Azure Confidential
Databricks Azure ML

Confidential AKS Confidential Pods
containers on ACI (incl. AKS multi-tenancy)

Limited Preview

Intel Sapphire Rapids
TDX VMs



Migrate and modernize your data estate
in the cloud
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Digitally
Transform

Workload

Management

Fast, Secure

Network

High Performing

Storage

Optimized
Compute

HPC Optimized Resource Stack on Azure
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Azure Machine Learning Azure Data Lake Azure ML Compute
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Azure CycleCloud Azure VM Scale Sets Azure Batch
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ExpressRoute InfiniBand
Azure HPC Cache Azure NetApp Files Azure NFS Blob
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=@ Microsoft Azure

Tools and
experiences
” Azure Arc

W Microsoft

M Visual Studio

GitHub

Innovate anywhere
— Cloud regions Regional edge IT edge loT edge
50+ Azure regions Operator DC Customer DC Factory floor
Multicloud Co-Lo provider Branch office Retail store

Field production
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